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MOIBESNICbDOTH L, KEIZ9.11 7k, KV IAFHRETLAREOARTEEA V7 72 HHRF L, ZNHOEE
A V7 T & KFEHEBURIES (Presidential Policy Directive: PPD) 21 #%%5 (201842 A 12 H) TH A N—ktF = U 7 1 OFLR
THERLIERTH S,

i - DUF OB RN & 1ERL,

(AAR) A=t x VT HIEARE [EEA 7 TOEREx2 Y 7 3 RITRDH 4 WATENRHE (5 4 ATEhFHE) | 2020 4

1 H 30 H2k® <https!//www.nisc.go.jp/active/infra/outline. html>

(CKkE) Cybersecurity and Infrastructure Security Agency, Department of Homeland Security, “Critical Infrastructure Sectors,”

Last Updated at October 21, 2020. <https://www.cisa.gov/critical-infrastructure-sectors>

(F%[#) Centre of the Protection of National Infrastructure, “Critical National Infrastructure,” Last Updated at April 20,
2021.<https://www.cpni.gov.uk/critical-national-infrastructure-0>

(EU) European Commission, The Directive on Security of Network and Information Systems, July 2016, Annex II. <
https://eur-lex.europa.ew/legal-content/ EN/TXT/?uri=CELEX%3A320161.1148>

24 FEE, TEERXETH 7 A7 27 0 2017 40O WannaCry & NotPetya ORI 200 mifm) EEE#RR Y NU—72
At TINA, 48)1SEFF ] (2021 4F 3 H 30 H), <https!/www.spf.org/iina/articles/kawaguchi 02.html>
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3. BRI/ T ANER

APT 13— M7 A N—I B L (TR D00 - KR - R DH D, £ O 2EIE, APT TS
BTG R AL - FT L, R - FHEMRS, A N—T X2 VT (B, ~ 3V A2 MO 2 T
W& &R A > 7 U 2= A (strategic threat intelligence) | ZEA « {EH L TW MENH 5,

BRIV E A 7 U Y AL, BAHEORE - FEEREE, VA N—tX 2 VT BB, v R A
v MCEET AN - BRIREICFEATEZ LOMTENERTH D, BRI, A =D
FATEOEME, RO BSCEE, BRSO EOH N - Ly N, #IBEENERETH L, BET
T EFROEIKHI B LR AR - PEERBLEUR & EE I ER A > 7T )V V= A Th D,

T ITE (1) ERBSEIERA TV V= o ATEH ORHRSEM, (2) HIRHIERA T ) P AD
R GEAR) . (8) EHARRIC & o COMBSHIERA > 7 U ¥ =V ADERK - IH 7 7' 2 OH /T
Do

(1EBBROBRI TV A FRAOMIRRG

IS BIRA T ) PV ARTERT DI2H 72> TORMHESRMIE, BECH A N—&F =2V 7 ¢ BESL
N—EREEHIN TS (—ERERALTND) ZEThd, YA 3—kXx 2T 4 BEN+H
TIZZRVREE - MR, BISIEE A > T ) V= AETERT DRNCR & Z L3 5bh 5, Bk
BINIE, AN X2 U T A HROTOD+ 07 FE, BX2 ) T 0 ZBE LW - P72
T X EERE - 7 7 & AHE, 24 Ff#E] 365 H OEAUATIZ & e kil L OVE SRS, B
IMOSERIRMaTIER W, & BIEEB~DOHF - #HE. NEILAIRETH D,

ROV A N—tF 2 VT ¢ fRELE & 2 E T, BIKREBA 7 ) Y= U ZAETERT
5 0E, —HHTITHT T E v, L L—HlEZ T O ThiuX, (a) [HlS A7 LMD G,
BEREL CW O A N—t X2 U T ¢ HMNFE, (b) ZNEHET DL My I3V A b (EmEifim
%2 V7 ¢ HE#E (Chief Information Security Officer: CISO) %%) MIF(ET 256, MBS R
ATV 2 ADOERZRFLTHINTES 9,

(2)EBHBRITIOI A0S (5EH)

(& A7V = A (threat intelligence) | &1, $5ED HD T2 D27 7 ANIBhEA T, 4
BT - fER DM Z 72O T, BEERE ATIIEH TEDL DO THD, LD T, AL TV = AU,
eI n— T — 2 Tl IR O R — Y72 T 7 — & (threat data) | OF BT —# 2 HEH - Il -
IS LT B iA 7 4 A— 3 (threat information) | £13 X BIEi1526,

AT VV= AT BRIIEC TOLK O DOREEDR DD, BRA TV V= AFK 4 OLBY | BRI
M SA 7 ) ¥ = A (strategic threatintelligence) . 1E#)& A > 7 U 2= A (operational
threat intelligence) . ¥&fifH& 1 > 7 U = > A (tactical threat intelligence) |Z KB Ei1 5 5 (Z
LIS D55 - BT E L B D),

IR IRA T ) P o AR, REEDRREINRERREZIT O o0, PRYTHEED R

B —file LT, Kmp X — A "—Xa )T 1 GBIIEAEET /L (Cybersecurity Capability Maturity Model:C2M2) |
RKEBGEE D T A N—x 2T ¢ AEET LVFEIE (Cybersecurity Maturity Model Certification: CMMC) | 23 &5 51
%, BIRARR L. FEEEICRHE LIZRRAEET VB TEET D,

26 “Threat Intelligence, Information, and Data: What Is the Difference?” Recorded Future, March 8, 2017.
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W, L L—EDOREFIERH DA T V= AThHD, EEKANERA TV Y AT, %
FER - BARR O RIS D720, et U, MR T 2R - REN IR K& L
TWRW2T, RO LY, 2O LIEBRA 7T ) V= 2 EERT 256, YiMic —ERED
YA N—tF 2 )T A BEBEADPHRISINTND Z LA E R D2, Rl - IR ERA > T ) V=
AT ED LD MR T HIETEZS5S (M) .

W 4 BERED - {FEEY - BINMBERA T D D ADHE
g LI Bl

R R« BRI A N —t X o WEEOREM - SR, K
VT 4 B IZIER TE 5260, B - B, BOR & R
B NR—IEED Who =2 Why (T4 4, M « HIECRRG7Y B

U A7 F M, U A 2 AKEGEHE 037
TR A TV e A R FIT AT PRISEICTE
operational threat intelligence M TZ 5 & D, A —KED
How <> Where (255,

B OA - B - SUTTERITE AT =T Oy v afE, K
MEINEOER A TV YA DA (machine-readable)  BILDIP 7 KL AZDRE
tactical threat intelligence @ DH25bH D, YA =K% D What 5% (Indicator of

(= =W Compromise: IoC) %,

BRIREE A T VP A

strategic threat intelligence

WEFIE, BERG, BB~
7 B MassrENE . Bl
il - FIE (TTP) %,

W1 EREREY - EERES - BRITMB R VT U 1 VA DRH

e B R ‘ LA ‘ FHINE BRTRELR
g _— ) (EE-HED) || —E0ES-mmE
A hyTRARSAR e mARY HARAD R o) e e
el .
, i (18- D) !
i SOC. CSIRT RIGEY teweE A FREEE L HoPHER

High - £ 4 BIO 1 & HIZ, “Threat Intelligence, Information, and Data: What Is the Difference?,” Recorded Future, March 8, 2017; Home
Office Digital, Data and Technology, The UK Government, Cyber Threat Intelligence in Government: A Guide for Decision Makers & Analysts,
Version 2.0, March 2019, p.16. B L ORFZE T 0 P =7 b [H A S—o T U P VARG Oiin (E 1 238) »LEEER,

(3)BHRICE > THRBH BRI/ TV ADER - EH

% < OFMFRIC &> T, BIRHBBA 7 ) PV AL - IEHT 5720120, SN X 5
L AR— NIRRT 22 ENBLENTH D, 72770, BHMERICE > TOBKRKWERA 7T VxR
EIR A SN OISV ES A > 7 V) ¥ = v AIXBIT 20BN S 5,

REEXF2 VT A RUERT U FUANAY T bR F (BB EEAITIER 1 250) 13k
R 7o BRI OB A T U U VRIZET AL AR — FEAB L TWD, F 7 KE 22 REE A
Nt Xa2T 4 A2 T7T78Fx2YT 1J7 (Cybersecurity and Infrastructure Security Agency:

2l R - BRI LSV DB A T Y e A - R TES - ERE, I TV D, Bl R, HmEEss R
A7 2 (Common Vulnerability Scoring System: CVSS)., &EIF k& Ltk (Structured Threat Information eXpression:
STIX) . MRAFEIEE S H BTN (Trusted Automated eXchange of Indicator Information: TAXII) , ¥ /S—IEHAIFEIRTE A

(Cyber Observable eXpression: CybOX) (3EBA > TV V= ADKH - TROEHERXNTH D, VA RN—FRHA TV V=
ADIHUZ DN TIE, JEHIFNERINT B A & 2 A3 FE# ST b, Foreign, Commonwealth & Development Office
(FCDO), Guidance: Cyber-threat intelligence information sharing guide, March 8, 2021.
<https://www.gov.uk/government/publications/cyber-threat-intelligence-information-sharing/cyber-threat-intelligence-
information-sharing-guide>
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CISA) RFEEFE Y A /N—tF 2 U T ¢ ¥ — (National Cyber Security Centre: NCSC) % D EJif
FEES LIS A TV V= RAENHTH b 5,

SNSRI L DB L A — MI— R ERTO THISHEA 7 ) VxR EIERDDS,
SRR D TEISHI IR A 7 U V= A LI WEER DD, RBRL . SNSRI LA
— ME TEUFHRE - REEZESMR] L TREER] 2022 ~—L 3208, (ERIFRRE O RIS 0 & BA
YT UV AEE OO E NN FERESCREP MR EN D VNER H LD THDL (bHAA,
RS FESN—RADA TV P2 AT 2R TIH D),

DFY | SBEEAOER VAR — FEZE L TH, EHICHMO THERIERY) W - R 2 26
D EFIR S 720, BISIVEEA > 7 U ¥ = o ZAOTERIE TR | TR ) Bl 7 ) Y= 2F
FHEMbSNT T m e A TR, IMNBOER VAR — & BRI L2 e TSR ER A 7 ) V=
VA ZHBESELOI2E, BN TO—EDO T e ANRKETH D, ) LIEEWRTIE, JMB%
BND b7 b SN DB LR — ME, BN CTEIEHERA 7TV V= AT D N T—&
WZ D,

TERES G A 7 V) e A | QAR - TEROTZOIZIE, el &b, MR To (a) SMTHES
DE LR — FOFM, (b) BIEFHROIE, (¢) BME~OREFMMALETHD (K 2),

N2 : BRICE>DTOBMHERASA VT O T VADER - EA

o — AR RSB RR AY * Bf@cE-TD ERRR RO T B
BEATISIVA HRMBEA LTI AN ER ATV ADER
B~ 0ER
BE SO BELR—k a. BELFR—+DHE Y- EERE
DEHE b. B EIFRDUNLE - 547 oAy
c. B~ D LM

QIO YA NR—EF2)T45M, BFHRVAT _

%ﬁifx YA —tF )T 5 LEF, B#ECEEMN. URIEEE by TR AU
P9, S5 ERFY . BEEFISE

e TR

a. BRLE-bO M

FHREDOY A N—T X2 U T ¢ 5T, SMNBEBEOZE L AR — FONEOMEND LE - 24 MEE R
BEL, A7V == 7T H0ERH D, BAVTANBEEB DGR L AR — M X, HIRRE R 0O Z RN
TRAL & 70 2 TEHIR O HENEIC DV TREFE 2 51l L 7= L C, SR iz o&#E (Bl x 13, NEIFEHETE)
EWV D RBUIMEZERT 200%) 2 LML TWD,

YA N—tX =2 U T ¢ L, BIOINTHEENC L 2B LA — NEHESB LD, JNToH A N
—t X = VT ¢ HFELHEMBEE O REL KD BB LR — FOREMEZTET 5 Z ENEETH D,
FEREFLTRBB LA — N Tho TH BIOFEMFENLTIUE, TLAR— hD Z OFEFNEZY Tldle )
LFHiEND 7 —Ab DD, BtEXa VT ¢ &t - FEEOER LA — MI, —R, R A —
WEIN—TIZONTELELTNEE LTH, Ktk « BHERBIEA TWDHE 7 N — 7135823
LTV DT TIERL, BTOER LD LD, HEPLETH DS,

28 John S. Davis I, et al., Stateless Attribution’ Toward International Accountability in Cyberspace, Santa Monica, CA: RAND
Corporation, 2017, pp.20-21.
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b. BA:EIFERDINE

WNT, SHBEEBI DL AN — b MRS 2 A N—HE T L — T RBWEEF v L R—= 2OV T
APT £ Db D375, APT IS BT - K& APT O R - @i, R E > TWDHE -
¥ A, A N—HBUNOFIEFEORDIEREINET DHENH D,

ZORR, YA —tF 2 T ¢ EHIACEHR Y AT LM% T TEITZ T, & R,
27 WHANEMEOIE T TOa—Rb— MBM, BRI 2 FEMMOBGRBEL D, =
DIFRT, BRA TV V= AFMT LA N —tF 2 ) T IZRESNBRWEEDRH D,

APT D%, HiZEOPRBIBC - FIGE, SiZE & B AROHBUAIR LR e, Mk E 022 2R -
PEEIRBLBOR S 28T 2 Z L BIARAI R CTh D, ZAUTEY A S—kF 2 VT 1 OFEMF T,
HAZ - Bl - ARSI - FEEEOR, FFEEOBAE - K - ALRICBET 2 EMERLE L 2D |
Bl Ca cERVWEA b H D,

=

c. Bl DR &M

RIS, FFEDT A N—B B v o R=U P HMBEOREE - FESLT A N—tF 2V T ILDX
) IR R G A D DRl - AT S, M. IR, BRZE. PHFE. ERE - BUE, FE. HE. RS
P—EREOKRESLNY 2 —F = —r | HEFELTOMMTOHITHEE N AL . FERAE -
M~ DB Z RS D2 UERH D125 9, TORE, FlzE, FEETREF(EZITO 2813 GF
BTERVE) U AZREWERMi S BIRICRERECHERA 7 T - BEDOY A/ =
AT PEESTWD EFHMISNIZ DT 508 Lty

BURE Ty APT 2 XD A/ — BT L QU LA A 348D TR, — B0 E F BB T E 5 B
A EN T D720 ETETHAN—BRLHPANR—JEBIAKFL COLTEAD, A —EF 2T 38T
[FHFD APT 725135700 1 8V DB 2 713 aGEA LRV, Fo AR ERE T L, A7~ %
VAU NIRRIE RSO HIBUF Y A % B G L T AU R DR RBLE 725 TG, —ED Y A7 <= R A
VNEERY - A NR—t X o VT B AHEE L T D3 - MR, APT (BT 2 B RUEm & e
L. fE - FEHIE, A —tF2 U7 I, ~ VA MBI 2 EBRE - HWERT 2
7o, WISHERA 7 U Y= v A FEMANEAN - JTEH L TS BE R H D
Lk
202145 H 15 Affifs  [2021 4 5 H 18 H¥E1T]

REELEHEVATIADOYNT100HRREH] To Be a Good Company
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