YAN-REIREERESD éﬂ’f I\~ (ACD)

W

Vol.5 (2025 % 11 A68)
TOKIO MARINE

BEBNI YA N\ -BiCEH 59 5B RO TR EMBE DR

[ERLZEREEME] (2022 F 12 AEER

E) T/ 8EBRI YA /\—-F51H (active
cyber defense: ACD) JICHIFBEEEfmI0EE
BENEECED—F . ACD Z:ERJ% LTI,
W& )~ T 2B ETHD.
Aimld. ACD ZEIRI 2 L THEBRBRI
([EDOWVT, EDIEsmAIHE A immZ e Rd D,

1. BEITHEROBRIEBE

BREDICBVT, [BRLEFREEFZEIN
B)I-T#4EL. ZOAREE B (Intent) .
A€ (Capability) . #<= (Opportunity) @
=EBRICLHOTEREINS, COETILIE SANS
Institute RE TIRIBENTLZ, BRI(E. EO
BROEEARL. B8 (FIREEAZEITS BIHTD
JY—X, #S (IR RRIR OSSO RS2
BRI 2. —BFRZHEAENEDIET. FrEMRM
(CEOTRENBBRGZACIET ZENTIREER
do

2. 3EMODEGE

BRDHTEFARE 3TEDLAILCHFEEIN S,

B ER—I T4 ARt
alll BA

(1) Tactical Analysis
Tactical Analysis (. WEENEBRUIREF
EORIT, H3V\WESEBEBERAIINEERDIER
ZUNEEL . MRISERIT D THD. WEEHTX
UBE481E (I0C) oIRZEaAEisiE

(EOC) *mUNE- L. B2 OtF1U7(ER
([SEAT%. BEEZROFIELT. WEICERZN
T IP 7RUR, NILDT 7D\ 1B, %5795 —8F
TPANRENZEITBND, —75 . BEERREIEIE(L.
FESS I REES RERTE . BIEEN TLRVIHER 7N
2 MRENFEIFEN, BERCEBAINREE.
FSNEIREI- R A2 BEBRA>TUSIVAE
PFEZ . BHEAZER OISR EAML T,

(2) Operational Analysis
Operational Analysis (&, IWEEDIREF L

(TTPs) “&DHL. BHfHI7—FFIF v D%
TF 1T REBOIBIR(CERI%. EARNRIE
F&K(E MITRE ATT&CK JL—LT—5°, BAHEIT7
JO—F(ZOWTE D3FEND JL—AT-4°,
ENGAGE JL—L7—%/(C&EHIZN TS,

WEENBRUESFE% MITRE

ATT&CK JL—LATD-7%FRALTHBEELIS

! John Doyle, “Helping CTI Analysts Approach and Report on Emerging Technology Threats and Trends (Part 1),”

SANS Institute, January 5, 2024.

2 10C (Indicator of Compromise) &, RERCREURE  WEFREIFES oD EIEHREERT 2.
3 EOC (Enabler of Compromise) (. EEDNZPEN Open Threat Hunting Framework [CTHISHTIRIBENAMLST, BE%

AIRECT B RIRERZEIRT B,

* TTPs (Tactics, Techniques, and Procedures) &(3. EFEASLHRTZIL—LT—ITHB.

5 “MITRE ATT&CK,” The MITRE Corporation
6 “D3FEND,” The MITRE Corporation
7 “MITRE Engage,” The MITRE Corporation

© 2025 Tokio Marine dR Co., Ltd. All rights reserved.


https://www.sans.org/blog/helping-cti-analysts-approach-and-report-on-emerging-technology-threats-and-trends-part1
https://github.com/TactiKoolSec/OTHF/tree/main
https://attack.mitre.org/
https://d3fend.mitre.org/
https://engage.mitre.org/

CECED, BRUTHHRIE I 3 BN — AN K
—23a>FAN (TLPT) I30BEY\CT1>F°AD

JSH . ARENBEF DRI R LXARKNRE DT vy T D4F
. WEEAOREHIMTIEROIRFTH RIEEL R

3.

(3) Strategic Analysis
KEEDRENZIEEL. YORREOE(LEREX
TREIMUZIOZEENE SIS D, PESTLE 947
RENEPERIBED T ZEL . (BRI EBRE
(CET3EHZIRMT S,

RB. DUEDIE. IETVAOERED LT
TTUTWD, WETFRENRAEUER. =HIChND
BRAMBENKUIREIBIERE, Tactical
Analysis LNDIBER Trdo. TAL > SW I3
EEBEUT, HEE) ) -ThBRAUREFE

DO—EPEHIBAT DN, BEARDIBIRICT TR E +v
R=2EUTERE T D L TIEA T THD. DU
— D20 —-AZERBULTIKIET, I I -T
HNEATIWEFEPHEFv>R-N
Operational Analysis &UTEEIEEN ., &5(CY
BEEDEROIHMr (Strategic Analysis) (6D
BHDTULK,

3. MBRFOILALIERIDREEETI

BRDHOXARTE, FOEE NSRS
NTW3, ZLDEFIVTARIA-DBRIA>TIS
IV AUR= NG, HIBFHREICERLTVS,
1z, Deloitte Global ® Lincoln Kaffenberger
K(&. SANS CTI Summit 2024 T
Geopolitical Cyber Risk Assessment
Framework Z2IBL T3, —75. HIEEHE
DIACBRIDIHAITINMERE TS L TE, I

BN -ThHEOIEROWT 3 FEREICREEEL

YAN-L2RELEBHITAN\-F5H (ACD)

TEXDWENDD.

(1) Bre=E
ROKREBNAERIIIFERMICEEZIBSE
AR ENMEZ R I FATHIER (Technical
Intent) T&Hd. NIE. [EFv>R—> NS5
HFENZIERICHEEL. BRSNEAGM. JBONZ
& WENSREHMORFRENSHER I GETH
do

(2) #=BiaEE

AT RRIOE(SHEELRDE LN TOR
BeLT WEI I -THRoHt s - BrANRRK

(Socio-Political Intent) HZ(F5N3,
(& ZINASEEIOIIR TAERE, BUARSARCED
<EMETHD, WEIIN—-ThHHAN\-INE=ITIIE
-l FREERICAZEITS.

(3) MBEFNEE
BHIRENRE=ZLAIORRELT, K
FEEINZEFBN . EZREES P EPRBMRICEHRT

DR RENEZRT .

COBEBET IV, BOESEICHIZENLRE
RZIEIES 3 L THEMLEE 2B, HIBFRIR
(CED(ERNERICLD. IREI I -THRE
n. 20EJ ) -TOHSBEANRRICLD, X

E1v > R—UHHZREN. AT REIEL TR
ns.

PEEETINDAVY hEERE
HFHREZE AT LT REEDITE
ZSOREINN OEIEN(CTFRIFT D ENBIREE D
B FFCEREARDOBRELTY VI — (U T, EFRE
FROBIFARST . EFHIRERE OIS ERZE
BIBIET WEOEMYS FIAZIEIETES.
FHOEFOVRIEEDEZTT TS VRIS

8 JUR=E BRIz E RS2 EMNMEOHS TLPT (CBII2ER IemT (202547 A)
® [BRA>TIDIY AEERAU T 1T AREORSOT IO —F IS TECE N ERAEHEERIE (202548 A 29 H)

10 PESTLE %7 (BULL(E PESTEL 93%7) &, Bua
&2 (Legal) .

(Political) . ##& (Economic)

IRE (Environmental) @ 6 DDEFRDIEXFZEDIESE T, INSZDT2ETEMZEDEIINIOY/0REZ

. #t= (Social) . #iii (Technological) .

E1RL, BRRECLEIEIRICEITRFE. FE2OIL-LT-I%1ET.
11 “Navigating the Digital Battlefield: A Framework for Geopolitical Cyber Risk Assessment,” SANS Digital Forensics

and Incident Response, February 20, 2024.

© 2025 Tokio Marine dR Co., Ltd. All rights reserved.


https://www.fsa.go.jp/frtc/seika/discussion/2025/DP2025-2.pdf
https://www.ipa.go.jp/jinzai/ics/core_human_resource/final_project/2025/threat_hunting.html
https://www.youtube.com/watch?v=NJT0Y0Pj7e0
https://www.youtube.com/watch?v=NJT0Y0Pj7e0

AR EELENTVD, h—RF—EBRFA
BEROMFELR-NAENE BV ER523
BRUZRISFIAIOHEET [ LRA>T5 1829t
2w ) |[CLBMWES FUADEAR MY -5 b Z1T
INEMHICERLTHED, DU A THIBEY S
O—-FZICRI3LIBRIEVZ S,

e, (MSBUANRR INERZWEI I -T%
PITBR. MEFHNHREE A EGZETTS59S
BERERRD, HIZE, ILEABHREI I -T
T»3 Andariel (FEHFRADEEA>IF(CIHULT
BEU. HEMEORVEAMTIEHR X A R
ZRAHHITIACAF—STEENSEHULBNDE. &
ED—IRELTIOHLADI7RETAN-IETREENS
ERMEL TS, EVMBEINE HERTANER
(&, BT BIIH(CIDERDIRN THD. — 73,
WKFHNERINMR2E. HEFHIFETCBNT.
NIBEHEHLTHO. VE-N T BERE,
AN BEBCLINEIEEONE S .

[ BFE(CIDEBRIAINIZRD . KEEHEDRE R
RAMRNHRGEL TL\D IERRE, RIEENEINEE
BFEFF 1T, BOEMENHDENDNB.

—T. BEETTNENAECERAENDS. 5
—I( BAN=IETRI -3, HBF TRIEINS
EZRORK - BB AKFE T IREZITOR THD.
HBEFORGFFEEL W FFHCRIA TS, JETEEN
THEROMNIB#ENIRE) I - TOFENFETFS
N3, Scattered Spider'®(d., EO/NRIES )L
T TTPs zHBL. AP BN ZREIRICE
{LSRZESHIELETHD. EREMAREEERDEF
H23F5. B TIE. "The Com”EME(EFNS. 2D
SORBEE) ) — AU T, HBEFE LDBH%4i

YAN-L2RELEBHITAN\-F5H (ACD)

B - AR D AT D LEE N S <8 %, —F5. JOZ7
W I AT51 B DL, BEEREFUNML
WEZEICBVTE, ERESOEEPIEFENE
KOO FHEELL,

B BN -TOBARTEDEEEAT
W3 RERMBAIG, S LDITY—E %R
9% RaaS (Ransomware as a Service) .
VIHMEARBO7 7 A %1243 IAB (Initial
Access Broker) OfFIETHD. IOUILDFEALIC
&0, FMBERICE—EENRI IR0, 5
MDD,

4. F&H

ACD DOZEIRIC(F, BE(CPHEHBEAMTEHIE DR
fRlCELFST . B AZRIRRFI DIHDERS
DN ARBI RTH D, Afm CEIBULED., BRI
HEEE - BB - HESEVSBEARES ZIE (.
Tactical. Operational. Strategic [EIC3 I TIT
3Z¢T HRZ OtF1UT1ERNSREARBIZY
BT TIRLCERATES.

S50, WBII - TORR%Z 48 | 1=
AR I HBECER JEVSPEEET )L THIRRBIET.
WEDHR(CHIZBMNERZIEARL. EREES
PEFREGREAEMIITITRRT LN RIREE D
28, 5122 E KM R OBBENHARFEN .

ABE BRB LT TSRS NEE T2 AR T
OV MM N -2 RIELREENR T (/N-B51E (ACD) 1D
BRERO—EBTY.
https://www.tokio-dr.jp/thinktank/acd/
AROANBTHEEBAORBETHD. VIRDEAN-TIL—
T #8E R RER IO TEHDFE A,

2 Lincoln Kaffenberger and Emanuel Kopp, “Cyber Risk Scenarios, the Financial System, and Systemic Risk
Assessment,” Carnegie Endowment for International Peace, September 30, 2019.

13 “NCSC and partners issue warning over North Korean state-sponsored cyber campaign to steal military and
nuclear secrets,” National Cyber Security Centre, July 25, 2024.

4 Microsoft Threat Intelligence, “Jasper Sleet: North Korean remote IT workers’ evolving tactics to infiltrate

organizations,” Microsoft, June 30, 2025.

15 KELA Cyber Team[ fRZe£ R a12H) ¢ 9254 /N\—IBFEJIL—T : Scattered Spider|KELA (202547 A 8 H)
16 JPMBBRT I0=T )b+ )\A T34 B TR E YA - 1UT (I LHZE T Tokio Cyber Port (2021 €7 B 29 H)
7 [ERACED RN ET FTEDT - IREDRAEZANS |Cybereason (2024 1 A 23 H)

W RRELF-7-ERa

TOKIOMARINE

© 2025 Tokio Marine dR Co., Ltd. All rights reserved.


https://carnegieendowment.org/research/2019/09/cyber-risk-scenarios-the-financial-system-and-systemic-risk-assessment?lang=en
https://www.ncsc.gov.uk/news/ncsc-partners-vigilant-dprk-sponsored-cyber-campaign
https://www.microsoft.com/en-us/security/blog/2025/06/30/jasper-sleet-north-korean-remote-it-workers-evolving-tactics-to-infiltrate-organizations/
https://www.kelacyber.com/ja/blog/scattered-spider:-the-group-behind-the-aviation-industry-attacks/
https://tokiocyberport.tokiomarine-nichido.co.jp/cybersecurity/s/column-detail93
https://www.cybereason.co.jp/blog/cyberattack/11636/
https://www.tokio-dr.jp/thinktank/acd/

